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Abstract

Indonesia’s digital health push has fostered an integrated telemedicine ecosystem centered on
SATUSEHAT Mobile and major private platforms, intensifying cross-system clinical data
exchange. This raises the salience of three dimensions: behavior (human factors), compliance
(regulatory/standards alignment), and cyber resilience (prevent, respond, and recover). This
study maps the evidence on these dimensions in Indonesia’s telemedicine context and
develops a maturity evaluation model with baseline operational practices. We conducted a
Systematic Literature Review guided by PRISMA, covering publications from 2020 to 2025 in
major scholarly databases under inclusion criteria specific to Indonesian telemedicine. Eligible
studies were extracted and analyzed qualitatively using NVivo, with open axial selective
coding, to produce a thematic synthesis and a concept map across the three focal dimensions.
The synthesis yields four theme clusters: (1) behavior & security literacy (credential hygiene,
social engineering awareness, BYOD/remote access); (2) audit & operational compliance
(logging/audit trails, breach reporting, adoption of standards/certifications); and (3) incident
response & resilience (runbooks, backup/restore, failover, BCP/DRP testing). Key gaps
include consent traceability across FHIR-based interoperability flows, end-to-end resilience
indicators (e.g., integration MTTR, standardized failover tests), and comparative cross-
platform assessments. Outputs comprise a behavior—compliance—resilience conceptual
model, a maturity evaluation framework, and non-policy baseline operational practices.
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INTRODUCTION

Over the past five years, Indonesia’s healthcare ecosystem has undergone a
rapid digital transformation. The implementation of electronic medical records,
teleconsultation services, e-prescriptions, and cross-facility data integration signifies
the nation’s accelerated shift toward digital health infrastructure. The transition of
PeduliLindungi into SATUSEHAT Mobile in March 2023 represents a strategic move by
the government to develop a comprehensive citizen health application, shifting its
focus from pandemic tracing to general health management. Systemically, this digital
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evolution is grounded in the Health Law No. 17 of 2023, which establishes the
National Health Information System as the foundation for interoperability through
the SATUSEHAT (IHS) platform based on the FHIR framework. In the private sector,
telemedicine platforms such as Halodoc and Alodokter have pioneered integrated

digital healthcare services, offering online consultations, digital pharmacies, and
home laboratory testing. However, this wave of digitalization has heightened
concerns over data privacy, cybersecurity, and systemic resilience —issues that now
stand at the forefront of healthcare digital transformation.

As healthcare systems become increasingly digitized, cybersecurity risks have
grown correspondingly. Indonesia has faced several major cyber incidents, including
the ransomware attack on the National Data Center in June 2024, which disrupted
various government digital services, including healthcare-related services. This
incident underscores the critical importance of robust governance and cybersecurity
resilience. In response, the Indonesian government enacted the Personal Data
Protection Law (PDP), effective in October 2024, which mandates data controllers
and processors to implement strict security measures, report data breaches, and
comply with legal sanctions. In the context of telemedicine, where sensitive medical
data are collected and processed across multiple entities, these regulations are
particularly crucial to maintaining patient trust and ensuring lawful data protection.

Globally, the healthcare sector has become a primary target of cyberattacks.
Reports from WHO (2024) and Interpol (2023) indicate a sharp rise in cyber incidents
targeting hospitals and healthcare institutions across Southeast Asia, including
Indonesia. Threats such as phishing, ransomware, and large-scale data breaches have
resulted in patient data leaks, service disruptions, and significant financial losses.
Although Indonesia has established several legal frameworks, such as the Electronic
Information and Transactions Law (Law No. 11 of 2008), Government Regulation No.
71 of 2019 on Electronic Systems and Transactions, and Ministry of Health
Regulation No. 1171 of 2011 on Hospital Information Systems, their effectiveness in
ensuring cybersecurity compliance across healthcare facilities remains uncertain.
Many hospitals still face challenges in legal literacy, resource limitations, and
insufficient regulatory enforcement.

Previous studies have emphasized that human factors are often the weakest
link in cybersecurity. Uhrle (2024) found that human behavior — including weak
password practices, limited awareness of phishing threats, and noncompliance with
institutional policies — plays a significant role in security failures. Similarly, Yeng et
al., (2022) observed that in entirely paperless hospitals, medical staff often feel
overwhelmed by stringent cybersecurity protocols, leading some to bypass them for
convenience. Supporting this, Sari et al., (2022) discovered a significant gap between
management-level cybersecurity policies and their actual implementation among
hospital personnel.

Given these challenges, this study aims to analyze cybersecurity behavior in
Indonesian healthcare facilities by pursuing three main objectives: (1) to identify
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factors influencing cybersecurity behavior in hospital environments; (2) to evaluate
the level of compliance with existing cybersecurity policies; and (3) to examine the
strategies of cyber resilience adopted by healthcare institutions. The research seeks to
contribute theoretically by enhancing behavioral models of cybersecurity compliance
and practically by offering insights for policymakers and healthcare administrators
to strengthen information security management in the healthcare sector.

This study aims to provide a comprehensive understanding of cybersecurity
dynamics in Indonesia’s healthcare industry through an empirical and systematic
approach. Moreover, it seeks to develop an adaptive framework to anticipate
emerging digital threats. The findings are expected to inform evidence-based
policymaking for national health data protection, foster a culture of cybersecurity
awareness among healthcare professionals, and enhance public trust in digitally
driven healthcare systems.

Hypothesis

Empirical studies by Irwandy et al., (2024) and Rosyad et al., (2024) highlight
that cybersecurity behavior is strongly associated with individual characteristics,
including age, educational background, and previous exposure to cybersecurity
training. Younger healthcare professionals and those with higher levels of digital
literacy tend to demonstrate better adaptive behavior toward technological
safeguards and data protection protocols. Conversely, limited digital competence
among older practitioners often correlates with greater vulnerability to phishing or
social engineering attacks. Furthermore, structured training programs enhance
employees’ risk perception and improve adherence to secure digital practices.
Therefore, demographic attributes and continuous cybersecurity awareness
education are critical determinants in shaping responsible digital behavior among
telemedicine practitioners in Indonesia’s evolving healthcare ecosystem.

H1: Cybersecurity behavior among healthcare professionals in telemedicine services in
Indonesia is significantly influenced by demographic factors (such as age and education
level) and prior cybersecurity training.

Drawing on findings from Yeng et al, (2022), compliance behavior in
cybersecurity is driven by individuals' perceived capability to follow established
procedures (self-efficacy), their belief in the benefits of compliance (perceived
usefulness), and the transparency and coherence of the policies themselves. When
healthcare workers perceive that cybersecurity rules are practical, clearly
communicated, and directly related to their daily workflow, they are more likely to
internalize and consistently implement them. Conversely, ambiguous or overly
technical policies tend to reduce motivation and increase the likelihood of procedural
neglect. Moreover, self-efficacy serves as a mediating factor, reinforcing confidence
in applying security standards, especially when employees are adequately trained
and supported by leadership. Hence, fostering clarity in policy design and
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promoting confidence in execution are essential for achieving sustainable compliance
within telemedicine institutions.

H2: Compliance with cybersecurity policies is significantly determined by self-efficacy,
perceived usefulness, and the clarity of information security policies within healthcare
organizations.

According to Hasegawa et al., (2024), organizational resilience is achieved
through the cohesive integration of technological infrastructure, human capability,
and governance mechanisms. In developing nations like Indonesia, the readiness to
detect, respond to, and recover from cyber incidents depends not only on advanced
tools but also on human adaptability and institutional coherence. A well-integrated
system enables early anomaly detection, streamlined incident communication, and
rapid post-attack recovery. Human resources trained in digital forensics, policy
enforcement, and system continuity planning play a vital role in maintaining
operational stability. Institutional frameworks that mandate proactive risk
management and regular security audits further enhance this resilience. Thus,
resilience emerges as a multidimensional construct that requires synchronized efforts
between technology, people, and organizational policy to ensure the sustainability of
telemedicine systems in a volatile digital landscape.

H3: Cybersecurity resilience in telemedicine organizations is positively influenced by the
integration of technology, human resources, and institutional policies.

The interrelationship among behavior, compliance, and resilience reflects a
socio-technical perspective on cybersecurity, in which human actions and
organizational systems interact dynamically. When healthcare professionals exhibit
strong cybersecurity behaviors, such as using secure authentication, recognizing
phishing attempts, and safeguarding patient data, these individual practices directly
contribute to organizational robustness. Simultaneously, adherence to institutional
security policies ensures consistency, accountability, and coordinated responses
across the telemedicine network. Together, these factors form a reinforcing loop:
improved awareness leads to higher compliance, and higher compliance, in turn,
strengthens systemic resilience by minimizing vulnerabilities and optimizing
recovery processes. This holistic relationship suggests that developing a security-
oriented culture and embedding compliance values within organizational norms are
essential to achieving sustainable cyber resilience in Indonesia’s telemedicine sector.

H4: Cybersecurity behavior and compliance with security policies collectively and positively
affect the overall level of cybersecurity resilience within telemedicine systems.

METHODOLOGY

This study employs a Systematic Literature Review (SLR) design guided by
the PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses)
framework to ensure methodological rigor and transparency. The population of this
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study comprises peer-reviewed publications on cybersecurity behavior, compliance,
and resilience within the context of telemedicine in Indonesia, published between
2020 and 2025 across reputable academic databases such as Scopus, ScienceDirect,
PubMed, and SpringerLink. Articles were selected through defined inclusion and
exclusion criteria, focusing on empirical and conceptual studies relevant to
Indonesia’s telemedicine ecosystem.

Data were collected through a systematic search, screening, and eligibility
assessment, followed by the extraction of key findings and metadata. Qualitative
data analysis was conducted using NVivo 14 software, employing open, axial, and
selective coding to develop thematic syntheses and relational maps across the three
primary dimensions: cybersecurity behavior, compliance, and resilience. The
researcher’s role was interpretive, focusing on identifying conceptual linkages and
underlying patterns across studies while ensuring validity through triangulation of
sources, peer debriefing, and audit-trail documentation. The analytical procedure
enabled the construction of an integrative thematic framework that captures the
dynamic interrelationships among human, organizational, and regulatory aspects of
cyber resilience in Indonesian telemedicine.

RESULT & DISCUSSION
Results
An analysis of 15 scientific articles on cybersecurity in the context of digital

health systems in Indonesia and globally was conducted. Three main categories were
identified through the coding process: Cybersecurity Behaviour, Regulatory
Compliance, and Cybersecurity System Resilience. Each category consists of several
subthemes that illustrate the complexity of the issues and potential solutions.

The reviewed articles were published between 2020 and 2025, indicating an
increase in research interest, particularly after the COVID-19 pandemic, which
accelerated the adoption of telemedicine (Wijaya, 2022). The distribution of
publications is shown in Appendix 10, which presents Indonesian telemedicine
studies by year of publication (2020-2025) and illustrates a significant upward trend
in 2024-2025. Methodologically, there are variations: qualitative studies (legal
analysis, case studies), quantitative studies (surveys), systematic literature reviews
(SLRs), and mixed-methods studies. A summary of this study is presented in
Appendix 3, in the Indonesian Telemedicine Article Extraction table (15 studies).

Source Triangulation
The researcher used source triangulation by combining 15 national and

international journal articles that covered various aspects of cybersecurity in digital
health systems. These ranged from regulatory studies (Swartz et al.,, 2022) and
national security reports (BSSN, 2023) to privacy ethics research (Ordonez, 2020).
Comparing different viewpoints gave a well-rounded thematic understanding.
Urban studies mostly discussed user behavior and service quality, while rural
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research focused on infrastructure gaps and security risks, echoing the WHO (2021)
findings on digital inequality. Altogether, this mix of sources revealed consistent
global issues while highlighting local gaps, particularly weak consumer protection in

Indonesia, thereby boosting the study’s external validity.

Table 1. Result of Source Tringulation

Theme Percentage  Key Focus in Literature = Supporting Theory / Framework Interpretation

Compliance 42.3% Emphasizes regulations, Compliance Theory (Tyler, 1990) The dominance of this theme
audits,  certifications, highlights the importance of legal ~shows that regulatory issues
and consumer legitimacy in enhancing are the primary concern in
protection in compliance among users and current research on
telemedicine. service providers. telemedicine.

Cyber 34.6% Focuses on data Cyber Resilience Framework This theme reflects growing

Resilience breaches, weak incident  (Linkov ef al., 2018) - explains the awareness of cybersecurity
response, and the need need to strengthen Indonesia’s gaps and the urgent need for
for national security digital health defense systems. stronger data  protection
standards. frameworks.

Behavior 23.1% Highlights user Technology Acceptance Model Although less frequent, this
adoption, digital (TAM) (Davis, 1989) and theme remains crucial for
literacy, and trust in UTAUT2 (Venkatesh et al., 2012) understanding user
telemedicine platforms.  indicate that usage intention is interaction and acceptance of

influenced by  performance digital health technologies.
expectancy and habit.
Methode Tringulation

In method triangulation, researchers do not rely on a single analytical
technique; instead, they combine diverse methods to explore and interpret data.
Thematic analysis was conducted using NVivo software and supported by
visualisations, including word clouds, treemaps, and matrix coding, which provided
an overview of the thematic distribution across articles. This strategy strengthens the
consistency and sharpness of the analysis because each finding can be confirmed
through mutually reinforcing cross-methods. In this qualitative study, method
triangulation was applied to ensure the analysis was not dependent on a single
approach and was confirmed through complementary analytical techniques.

Table 2. Result of Method Tringulation

Theme Frequency Key Focus Interpretation
(Number of
Mentions)
Cyber 9 Emphasizes system readiness, risk Represents the most dominant theme,
Resilience management, and data encryption as key  highlighting technical preparedness and
aspects of digital health defense. the need for stronger system protection.
Compliance 11 Focuses on data privacy, legal adherence, Ranked second in prominence, indicating
and  regulatory  enforcement in strong scholarly attention to governance
telemedicine. and legal frameworks.
Cybersecurity 6 Relates to wuser awareness, digital Though less frequent, it underscores the
Behavior literacy, and responsible security behavioral dimension that is crucial to
practices among healthcare personnel sustaining secure digital health
and patients. ecosystems.

Triangulation of Theory
To strengthen the validity of NVivo-based thematic analysis, this study

employed theoretical triangulation to interpret data through multiple conceptual
lenses, linking themes and subthemes with established theories in technology,
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behavior, and regulation. The Technology Acceptance Model (TAM) (Davis, 1989)
explains that technology adoption behavior is shaped by perceived usefulness and

ease of use, clarifying how users engage with digital security practices in healthcare.
The Theory of Planned Behavior (TPB) (Ajzen, 1991) further contextualizes
cybersecurity behavior, emphasizing that positive attitudes toward security may not
translate into action without institutional norms or technical support.

From a technical standpoint, the DeLone and McLean IS Success Model (2003)
assesses cyber resilience through system quality, information quality, user
satisfaction, and organizational impact. Meanwhile, the Protection Motivation
Theory (PMT) (Rogers, 1975) elucidates protective actions driven by threat
perception and self-efficacy, relevant to secure user behavior and institutional
responses to cyber threats. Lastly, Regulatory Compliance Theory (Parker, 2002)
underscores the role of legal frameworks, supervision, and governance in promoting
adherence to data protection and e-health regulations. Integrating these theories
provides a comprehensive understanding of cybersecurity dynamics in digital
health, where each framework contributes distinct explanatory power to the network
of identified themes.

Table 3. Result of Theory Tringulation

Theory/ Author(s) / Core Concept Relevance to Research Themes
Framework Year
Technology Davis (1989)  Technology adoption is influenced by Explains user behavior and adoption of
Acceptance Model perceived usefulness and ease of use. digital security practices in healthcare
(TAM) systems.
Theory of Planned Ajzen (1991)  Attitude, subjective norms, and Interprets cybersecurity behavior, showing
Behavior (TPB) perceived behavioral control shape that attitudes alone do not ensure secure
intention to act. actions without institutional support.

DeLone and DeLone & System success depends on system Provides a framework for analyzing Cyber
McLean IS Success McLean quality, information quality, user Resilience, focusing on system performance
Model (2003) satisfaction, and organizational impact. and technical reliability.
Protection Rogers (1975)  Protective behavior arises from threat Explains secure user behavior and
Motivation Theory appraisal and coping appraisal (self- institutional responses to cyber threats in
(PMT) efficacy and response efficacy). digital health contexts.
Regulatory Parker (2002)  Legal structures, regulatory oversight, Supports the Compliance theme by linking
Compliance and organizational accountability drive policy adherence with governance and data
Theory compliance. protection standards.
Discussion

Cybersecurity Behavior

This subtheme encompasses three critical issues: user awareness, responses to

cyber threats, and risky digital habits. Several studies reveal that cybersecurity
awareness among healthcare workers remains low. Pratama et al.,, (2024) reported
that the level of digital literacy among medical personnel remains inadequate to
detect phishing and malware threats, while Alfi et al., (2023) noted that most
healthcare workers have not received formal digital security training. Common risky
behaviors, such as password sharing and storing medical data on personal devices,
further expose vulnerabilities. As Kadarisman et al.,, (2020) emphasized, human
resources are the primary drivers of organizational operations, responsible for
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controlling and effectively utilizing other resources. Behavioral issues also relate to
adoption factors, digital literacy, and patient trust in telemedicine services. Tri Aji
and Ramadani (2024) identified low digital literacy as a significant barrier to
telemedicine adoption, whereas Mizan (2023) highlighted the importance of trust in
the use of applications. The NVivo Word Cloud (Appendix 4) highlights dominant
terms such as trust, literacy, and behavior, reinforcing findings from global empirical
studies that identify digital literacy as a key determinant of telehealth adoption
(Alshahrani et al., 2022).

Regulatory Compliance

The literature reveals a clear gap between existing regulations and practical
implementation in the field. Swartz et al.,, (2022) observed that the Personal Data
Protection Law (UU PDP) has not yet become the primary reference in developing
digital health information systems, while Mutiah et al, (2025) criticized that
Government Regulation No. 47/2021 lacks detailed technical guidance for healthcare
providers. From an ethical perspective, Ordonez (2020) emphasized the need to
integrate bioethical principles into the design of telemedicine systems. Compliance
emerges as the dominant theme, encompassing data protection (UU PDP), health
regulations, and the need for robust security audits. Damasus (2024) noted the weak
implementation of the PDP Law, while Bonsapia (2025) stressed the need to
harmonize it with the Health Law. Similarly, Safira (2025) and Ramadhan (2025)
proposed ISO 27001 certification to strengthen digital governance. The cross-article
Heatmap Matrix (Appendix 5) visualizes the prevalence of compliance issues,
aligning with international studies that underscore the role of data protection
standards such as HIPAA and GDPR in fostering public trust (Bouri & Ravi, 2021).

Cyber Resilience

Cyber resilience is a recurring theme in many studies, emphasizing
preparedness and adaptive capacity in the face of digital threats. Hassan et al., (2024)
revealed that only a few hospitals have established and regularly tested disaster
recovery systems. According to BSSN (2023), over 403 million anomalous traffic
incidents were recorded in Indonesia’s health sector during 2023. Ordonez (2020)
further identified the vulnerability of Internet of Medical Things (IoMT) devices as a
common entry point for attacks. Key issues related to resilience include the BPJS data
breach (Sorisa, 2024), infrastructure challenges in rural regions (Mutiah, 2025), and
weak incident response mechanisms. Literature analysis also revealed that Indonesia
still lacks a health-sector-specific CERT, unlike developed countries. The Evidence
Bubble Map (Appendix 13) illustrates the dominance of resilience issues in private
telemedicine platforms such as Halodoc and Alodokter. These findings align with
those of Linkov et al, (2018), who emphasize the importance of preventive,
absorbent, recovery, and adaptive mechanisms to ensure sustainable cybersecurity in
digital public services.
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CONCLUSION

Based on the systematic literature review of 15 selected articles on user

behavior, regulatory compliance, and cyber resilience in Indonesian telemedicine,
analyzed using NVivo-assisted thematic analysis, several key conclusions can be
drawn. The findings indicate that telemedicine adoption in Indonesia is significantly
influenced by digital literacy, perceived ease of use, trust in healthcare providers,
and sociocultural factors. User behavior is highly contextual and shaped by
subjective norms, consistent with the Theory of Planned Behavior (Ajzen, 1991),
while trust and perceived security align with the Technology Acceptance Model
(Davis, 1989) and UTAUT?2 (Venkatesh et al.,, 2012). The main barriers include low
digital security literacy and the absence of longitudinal post-pandemic studies, both
of which could threaten long-term sustainability. In terms of regulation, compliance
with the Personal Data Protection Law (UU PDP) remains inconsistent due to weak
oversight and the lack of independent audits. Legal legitimacy, as described by Tyler
(1990), plays a crucial role in fostering public trust and institutional adherence. Cyber
resilience also remains a significant challenge, with many organizations inadequately
prepared for cyberattacks, particularly in rural areas. The literature highlights the
need for a dedicated healthcare CERT, standardized incident response mechanisms,
and regular security testing, aligning with the Cyber Resilience Framework (Linkov
et al.,, 2018).

Overall, this study concludes that telemedicine in Indonesia should be viewed
as a multidimensional system requiring simultaneous attention to behavioral,
regulatory, and resilience aspects. The application of theoretical, data, and
methodological triangulation enhances the validity of these findings, integrating
perspectives from behavioral theories (TAM, UTAUT2), compliance frameworks, and
cyber resilience models to build a comprehensive understanding of digital health
security. Strengthening policy integration, digital literacy, and technological
infrastructure is essential for advancing sustainable, secure, and trustworthy
telemedicine practices across Indonesia’s healthcare ecosystem.
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