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Abstract

The purpose of this study is to analyze the influence of awareness, knowledge, experience, and
compliance on students' digital security behavior at the University of Papua, in the context of
social media use. This study conceptualizes digital security behavior as a behavioral
phenomenon shaped by psychological factors and social norms within the Theory of Reasoned
Action. A quantitative approach with a survey method was employed. Data were collected
through a structured questionnaire distributed to active students who regularly use social
media and were analyzed using multiple linear regression. The research instrument was
developed based on indicators validated in previous studies and was subjected to validity and
reliability testing before the primary analysis. The findings indicate that awareness,
knowledge, and compliance have a positive and significant effect on students’ digital security
behavior, whereas experience does not. These results reinforce the relevance of the Theory of
Reasoned Action, particularly the role of attitudes and subjective norms in shaping digital
security actions. Although students exhibit a relatively high level of awareness, gaps remain
in terms of applied knowledge and practical skills. This study offers important implications
for the development of digital security literacy in higher education institutions. Universities
are encouraged to design practice-oriented, norm-based educational interventions and to
integrate digital security into curricula and systematic training programs to foster sustainable
digital security behavior among students.
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INTRODUCTION

Advances in information and communication technology over the past two
decades have driven a significant transformation in how individuals interact,
communicate, and build social relationships, particularly through social media. In
Indonesia, social media has become a primary social space that serves not only as a
means of communication but also as a medium for identity formation, network
expansion, and public opinion expression. The growing intensity of social media use
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has serious consequences, including increased cybersecurity risks. Threats such as
phishing, account hacking, online fraud, and personal data leaks are becoming more
frequent and leaving social media users vulnerable, especially students who belong to
the digital-native generation with very high levels of digital activity (Bada et al., 2021;
Ifinedo et al., 2022). The relevance of this phenomenon is further reinforced by national
data showing that Indonesia had 167 million active social media users as of January
2023, reflecting the public's high exposure to potential cyber threats in their daily lives
(We Are Social, 2023). On the other hand, the increase in the number of users and the
intensity of digital interactions is not matched by adequate security preparedness.
Although digital literacy in general shows an upward trend, awareness and practices
of digital security, particularly in terms of personal data protection, the use of secure
authentication, and digital identity management, are still uneven among social media
users (Iskandar et al., 2025). Students are often not fully aware of the consequences of
their actions in the digital space, such as the use of weak passwords and low awareness
of social engineering tactics, thereby increasing their vulnerability to cybercrime (Taha
et al., 2025). This phenomenon points to a practical and theoretical problem: a gap
between the intensity of social media use and cybersecurity readiness.

Therefore, this research is necessary to gain a deeper understanding of the basis
of students' cybersecurity behavior as active social media users. The state of the art in
cybersecurity research on digital users reveals a consistent paradox: a gap between
awareness and protective behavior. Several studies confirm that cybersecurity
awareness variables are often at an adequate level, but do not automatically result in
commensurate protective actions.

Zwilling et al. (2022) found that internet users understand cyber threats but
only apply minimal protection tools. A similar pattern is seen in the digital-native
group, as Kovacevic et al. (2020) noted that even technologically active students “do
not behave safely” despite their identity as the digital generation. These findings
clarify that awareness, as a cognitive variable, can stand apart from behavior, as an
implementative variable. On the variable of knowledge or understanding of threats,
empirical evidence also shows that sufficient understanding does not always trigger
decisive preventive actions. Shukla et al. (2022) show that although internet users have
an adequate understanding of cyber threats, they still take only minimal preventive
measures. In fact, Barth et al. (2022) found that cybersecurity experts exhibit behavior
patterns similar to those of laypeople, confirming that this gap extends beyond
technical knowledge. Cross-population studies reinforce the generalization of this
phenomenon, including among 579 business professionals by Li et al. (2019) and 268
respondents from various age groups by Cain et al. (2018), as well as a cross-country
sample highlighting the main barriers of perceived response costs, lack of practical
guidance, and limited organizational support. Another important nuance emerges in
the individual factors that influence behavior: Branley-Bell et al. (2022) emphasize the
roles of age and self-efficacy in security practices, while Kannelgnning & Katsikas
(2023) highlight the limitations of subjective self-reporting, which can obscure the
mapping of behavioral gaps.

Although recent studies have successfully identified gaps between awareness,
knowledge, and cybersecurity behavior, they still face significant limitations from both
empirical and theoretical perspectives. Empirically, most previous studies have tested
cybersecurity variables separately, such as awareness and knowledge, without
simultaneously integrating them with personal experience and compliance with
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security practices. This partial approach has led to a fragmented understanding of the
mechanisms that shape cybersecurity behavior, making it difficult to explain why
individuals who are aware of and understand the risks continue to exhibit unsafe
behavior. In addition, many studies rely on survey designs that rely on subjective self-
reporting, which can lead to perception bias and undermine the accuracy of describing
users' actual behavior in the digital space. From a theoretical perspective, the existing
literature is still relatively limited in linking cybersecurity behavior gaps to a
comprehensive behavioral theory framework. Many studies are descriptive and focus
on identifying barriers, such as perceived costs or limited organizational support,
without explaining the cognitive and social processes underlying the transition from
awareness to action. In addition, the context of social media use as the primary
environment for digital interaction has often not been the focus of in-depth analysis,
even though its characteristics entail distinct risk dynamics compared to other digital
activities. This gap is even more apparent in the local context, especially in universities
in eastern Indonesia, which have rarely been explored in cybersecurity research.

Based on the empirical and theoretical gaps identified, the novelty of this study
lies in its integrative approach, which simultaneously analyzes the relationships
among awareness, knowledge, experience, and compliance with digital security
practices to explain students' cybersecurity behavior when using social media. Unlike
previous studies, which tend to be partial and descriptive, this study frames
cybersecurity behavior as the result of structured cognitive and social processes by
adopting the Theory of Reasoned Action as its main conceptual framework. This
approach allows for a more in-depth explanation of how attitudes, subjective normes,
and behavioral intentions shape students' actual actions in the face of cyber threats. In
addition, this study specifically examines the local context of Papuan University
students, which has received minimal attention in cybersecurity studies to date,
thereby providing contextual empirical contributions and enriching the literature,
which has been dominated by studies in urban areas and developed countries. The
purpose of this study is to identify the dominant factors that influence students'
cybersecurity behavior in the use of social media and to explain the gap between
experience and digital security behavior, so that the results can be used as a basis for
developing more effective cybersecurity education and policy strategies that are in line
with the characteristics of digital native users in a university environment.

Theory of Reasoned Action (TRA)

The Theory of Reasoned Action (TRA) is a behavioral theory that explains
individual actions as the result of rational reasoning, in which behavior is seen as a
direct consequence of consciously formed behavioral intentions. Within the TRA
framework, behavioral intentions are influenced by two main determinants:
individuals' attitudes toward the behavior and the subjective norms perceived from
the social environment. Gopinathan et al. (2025) emphasize that TRA views
individuals as rational agents who systematically evaluate the consequences of an
action before deciding to act, so that behavior does not arise spontaneously, but rather
through structured cognitive and social considerations. This view positions intention
as a conceptual bridge between internal factors and actual behavior, making TRA
widely used to predict planned behavior, including in the context of technology
adoption and digital practices. In their empirical study, Gopinathan et al. (2025) show
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that relationships among attitudes, subjective norms, and behavioral intentions can
significantly explain behavioral variation, confirming the TRA's predictive power in
understanding consciousness-based actions. Similar findings are reinforced by
Concari et al. (2023), who explain that attitudes toward a behavior and normative
pressure from the social environment are the primary motivators of intention
formation, both in environmental and technological contexts.

The development of TRA studies after 2018 shows that this theory continues to
have high explanatory power and is still used in various modern behavioral contexts,
especially those related to technology and digital communication. Paraskevi et al.
(2023) demonstrate that TRA is effective in modeling individual behavioral intentions
regarding the use of digital services, emphasizing that attitudes toward technology
and social norms surrounding users play a central role in shaping these intentions.
This study confirms that TRA remains relevant amid the complexity of contemporary
digital behavior, as it continues to capture the social and cognitive dynamics that
influence individual decisions. Conceptually, Prachaseree et al. (2021) expand on TRA
by emphasizing that, although this theory is parsimonious, its structure is flexible
enough to be elaborated without losing the core of behavioral rationality. This
elaboration shows that TRA can serve as a solid theoretical foundation for
understanding various forms of human action, provided the primary focus remains
on the relationships among attitudes, subjective norms, and intentions. In the context
of digital behavior, umbrella articles discussing the use of TRA as a framework for
analyzing technological behavior confirm that this theory is well-suited to explain
behaviors involving conscious consideration, such as the use of information systems
and digital interactions (Rachmadana et al., 2024). This body of literature shows that
TRA is not merely a classical theory but a continually updated conceptual framework
applied to understand human behavior in the digital age.

Cybersecurity Awareness

Cybersecurity awareness is the level of understanding, vigilance, and
preparedness of individuals to recognize cyber threats and implement appropriate
protection practices to maintain the security of information and digital identities. This
concept emphasizes that cybersecurity is not merely a technical issue but also a human
one, related to how individuals perceive risks, assess consequences, and form habits
in their interactions with digital technology. Within this framework, cybersecurity
awareness includes recognizing threats such as phishing, malware, and identity theft,
understanding the basic mechanisms of attacks, and recognizing the importance of
preventive measures in daily digital activities. Taherdoost (2024) emphasizes that
cybersecurity awareness must be understood as a continuous learning process, in
which individuals actively build a conceptual understanding of cyber risks and relate
them to the real situations they encounter. This view places awareness as a cognitive
foundation that enables individuals to make rational judgments about digital threats.

In line with this, Shillair et al. (2022) view cybersecurity awareness as an
integral part of a broader digital security ecosystem. In this education, awareness
campaigns, and the institutional environment shape how individuals understand and
respond to risks. Furthermore, cybersecurity awareness has a behavioral dimension
that is closely related to human factors and organizational context.
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Awareness does not stop at conceptual understanding, but develops into a
mental readiness to act safely in various digital situations. Neri et al. (2024) explain
that the core of cybersecurity awareness lies in individuals' ability to align security
knowledge with real habits and practices, so that security policies or guidelines are not
only understood normatively but also implemented consistently. In this context,
awareness serves as an internal mechanism that guides individuals to comply with
information security principles without relying solely on external supervision. Kavak
(2024) reinforces this understanding by showing that cybersecurity awareness is
closely related to compliance with digital security rules and procedures, as risk-aware
individuals tend to view security practices as a necessity rather than a burden. In an
educational environment, cybersecurity awareness is also related to an individual's
ability to perceive threats as personally relevant and closely tied to their digital
activities. Khan et al. (2023) emphasize that awareness built through risk
understanding and protection motivation will increase an individual's readiness to
address cyber threats proactively.

Cybersecurity Knowledge

Cybersecurity knowledge is an individual's conceptual and technical
understanding of the principles, mechanisms, and practices for protecting information
systems and digital data from various cyber threats. This knowledge includes an
understanding of threat types such as malware, phishing, network-based attacks, and
vulnerability exploitation, as well as mitigation measures such as password
management, multi-factor authentication, encryption, and privacy settings. Svabensky
et al. (2021) assert that cybersecurity knowledge is not singular but instead comprises
conceptual knowledge that explains “why” a threat occurs and procedural knowledge
that explains “how” to protect oneself and one's systems. In this framework,
knowledge functions as a cognitive map that helps individuals interpret digital
situations and make appropriate decisions when faced with risks. Khan et al. (2023)
place cybersecurity knowledge as the result of a process of threat evaluation and
protection capability assessment, in which individuals build understanding through
cognitive mechanisms that weigh the severity of risks and the effectiveness of
responses. Thus, knowledge is not only static information, but is also formed through
a reasoning process that allows individuals to connect security concepts with the
dynamic context of technology use. An et al. (2023) add that the structure of
cybersecurity knowledge is influenced by cognitive capacity and educational
background, leading to differences in depth and breadth of understanding across
individuals.

Cybersecurity knowledge is integrative, as it intersects with organizational
practices, policies, and the context of technology use. Pigola et al. (2025) explain that
cybersecurity knowledge does not stand alone at the individual level but is integrated
into a broader information security management system, where knowledge serves as
a strategic resource for decision-making and policy enforcement. In this perspective,
knowledge includes an understanding of security standards, procedures, and
frameworks that guide the consistent use and protection of technology. Oroni et al.
(2025) reinforce this understanding by placing cybersecurity knowledge as an
important component in the digital learning environment, where adequate
understanding enables individuals to recognize the implications of security policies
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and translate them into appropriate practices. Knowledge, thus, acts as a bridge
between formal rules and operational actions, as individuals who understand the
rationale behind policies tend to interpret security as a functional necessity rather than
merely an administrative obligation. On the other hand, Khan et al. (2023) emphasize
that the quality of cybersecurity knowledge is determined by its ability to motivate
effective protective responses, so that good knowledge must be relevant, contextual,
and applicable. This aligns with the mapping by Svabensky et al. (2021), which shows
that fragmented knowledge without a complete conceptual understanding can limit
an individual's ability to address complex threat scenarios.

Cybersecurity Experience

Cybersecurity experience is defined as the accumulation of individual or
organizational involvement in facing, handling, or recognizing events related to digital
security threats and incidents, either directly or indirectly. This experience includes
exposure to incidents such as phishing, account hacking, data leaks, and privacy
violations, as well as routine interactions with security mechanisms, including
authentication, warning systems, and incident response procedures. Within a
conceptual framework, cybersecurity experience shapes practical understanding that
is not always gained through formal learning, but through reflective processes on real
events in the digital environment. Bishop et al. (2025) emphasize that practical
experience and involvement are core elements in building individuals' understanding
of cyber risks, as experience allows individuals to relate security concepts to real
consequences they have encountered. In other words, experience serves as a bridge
between abstract knowledge and the operational reality of cybersecurity. This view is
consistent with the findings of Patterson et al. (2023), who identify incident experience
as the primary source of learning in cybersecurity, as direct interaction with incidents
encourages the reevaluation of previously held security practices and assumptions.
Through experience, cyber threats are no longer perceived as a distant possibility but
as a concrete risk that demands attention and preparedness. Reuben-Owoh & Haig
(2025) reinforce this understanding by showing that recurring incident patterns, such
as phishing and social engineering attacks, shape the collective experience of users and
organizations in dealing with dynamic threats.

Cybersecurity experiences have cognitive and affective dimensions that
influence how individuals respond to digital security challenges. Experience not only
creates practical understanding but also shapes perceptions, awareness, and
sensitivity to signs of threats. Baltuttis et al. (2024) show that different security
behavior patterns can be traced to variations in professional and prior experience with
risky situations, suggesting that experience shapes individuals' response styles to
cyber threats. In this context, experience can be active, such as direct involvement in
incident handling, or passive, such as witnessing or hearing about the consequences
of incidents experienced by others. Acheampong et al. (2025) emphasize that users'
experiences with security mechanisms, including interactions with security protocols
and protection systems, also influence how individuals perceive the balance between
security, usability, and convenience. Experiences perceived as complicated or
disruptive can shape perceptions of digital security, while experiences considered
relevant and contextual can increase awareness of the importance of protection. Bishop
et al. (2025) reiterate that cybersecurity experience must be understood as a continuous
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process, in which every interaction with threats or security systems enriches an
individual's framework for thinking about future risks. From a broader perspective,
cybersecurity experience is also cumulative and contextual, influenced by the
technological environment, organizational culture, and the characteristics of the
system in use.

Compliance with Digital Security Practices

Compliance with digital security practices is the degree to which individuals
follow the rules, policies, procedures, and standards established to protect information
systems and digital data from various cyber threats. The concept of compliance
emphasizes that digital security depends not only on the existence of formal policies
but also on the extent to which these policies are internalized and implemented in daily
activities. Alraja et al. (2023) view compliance as a form of behavior that reflects an
individual's acceptance of information security policies, arising when individuals
understand the purpose of the rules and view them as a rational protection
mechanism. In this perspective, compliance is not passive, but rather the result of
cognitive and normative processes that shape an individual's orientation towards
digital security. Vedadi et al. (2024) expand on this understanding by framing
information security compliance as part of organizational citizenship behavior, a
voluntary behavior that goes beyond formal obligations. This view emphasizes that
compliance should ideally not be driven by fear of sanctions, but rather by an intrinsic
commitment to maintaining collective security.

Compliance with digital security practices also has psychological and
contextual dimensions that influence how individuals respond to security demands.
Yazdanmehr et al. (2023) explain that information security compliance activities can
create psychological pressure, especially when procedures are perceived as complex
or burdensome. Therefore, compliance cannot be separated from individuals'
subjective experiences in implementing security practices, as perceptions of burden
and benefits will influence the sustainability of compliant behavior. Xu et al. (2024)
emphasize that effective compliance is not only reactive but also proactive, where
individuals consciously and voluntarily take security measures even without direct
encouragement from formal rules. In this context, compliance is understood as an
individual's readiness to act in accordance with security principles in their work habits
and digital interactions. Social and leadership factors also play an important role in
shaping compliance. Tejay & Winkfield (2025) show that a leadership approach that
emphasizes exemplary behavior, support, and communication of security values can
create a stronger climate of compliance than a coercive approach. This confirms that
compliance with digital security practices is a social construct influenced by norms,
expectations, and organizational culture.

METHODOLOGY

This study uses a quantitative approach, with a survey design, as its primary
method for collecting empirical data. The quantitative approach was chosen because
it allows for objective, structured, and standardized measurement of variables,
enabling statistical analysis of their relationships. The survey design was used to
capture respondents' perceptions, attitudes, and behaviors regarding digital security
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practices in the context of social media use. This study is explanatory in nature, aiming
not only to describe the phenomenon but also to explain the cause-and-effect
relationships among the variables of awareness, knowledge, experience, and
compliance with digital security measures among students. The study's conceptual
framework is based on the Theory of Reasoned Action (TRA), which views behavior
as the result of attitudes and subjective norms that influence an individual's intentions
and actual actions. Thus, this research design aims to empirically examine how
cognitive, psychological, and normative factors contribute to students' digital security
behavior.

The population in this study consisted of all active students at the University of
Papua who regularly use social media for academic and social activities. This
population included students from various faculties and study programs, representing
diverse academic, social, and cultural backgrounds. The sampling technique used was
purposive sampling, which involves selecting respondents based on specific criteria
relevant to the research objectives. These criteria included active student status,
intensity of social media use, and willingness to participate in the study. The sample
size was determined using the Slovin formula with a 5 percent margin of error,
resulting in a minimum of 100 student respondents. This sample size was considered
adequate for multiple linear regression analysis and capable of reflecting the
characteristics of the study population.

Data collection was conducted through the distribution of a closed-ended
structured questionnaire. The questionnaire was developed based on indicators
validated in previous studies relevant to cybersecurity and student digital behavior.
The research instrument consisted of two main sections. The first section contained
demographic questions, including age, gender, faculty status, and frequency of social
media use. The second section consisted of 25 statements that measured four primary
constructs, namely cybersecurity awareness, cybersecurity knowledge, cybersecurity
experience, and compliance with digital security practices, as well as digital security
action variables as dependent variables. Each item is measured using a five-point
Likert scale, ranging from strongly disagree to agree strongly. Before widespread use,
the instrument was tested in a pilot study of 30 respondents to ensure its validity and
reliability. The validity test results showed that all items met the validity criteria. In
contrast, the reliability test showed a Cronbach's Alpha value above the minimum
required limit, so the instrument was declared suitable for use.

The collected data were analyzed using multiple linear regression techniques to
test the simultaneous and partial effects of independent variables on dependent
variables. Before regression analysis, the data were tested using classical assumption
tests to assess the validity of the statistical model. A normality test was conducted to
ensure the data were normally distributed, a multicollinearity test was used to identify
high correlations among independent variables, a heteroscedasticity test was
conducted to assess the uniformity of residual variance, and an autocorrelation test
was used to assess residual independence. All statistical analyses were performed
using the latest version of SPSS software. The coefficient of determination value was
used to measure the overall contribution of independent variables to the dependent
variable. In contrast, the significance value was used to determine the strength of each
variable's partial influence. Through this analytical approach, the study is expected to
provide an accurate empirical description of the factors that influence students' digital
security actions.
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RESULTS AND DISCUSSION
Results
Respondent Description and Data Distribution

This study involved 100 students from the University of Papua, selected
through purposive sampling. Table 1 shows that most respondents were 21 years old
(31%), followed by 20 years old (26%) and 22 years old (20%). Based on gender, 56 %
were females and 44% were males (Table 2). In terms of faculty distribution (Table 3),
most respondents came from the Faculty of Teacher Training and Education (34%),
followed by the Faculty of Engineering (27%), and the Faculty of Agriculture (20%).

Table 1. Characteristics of Research Respondents (n = 100)

Respondent Category Frequency Percentage
Characteristics
Age 20 years 26 26%
21 years 31 31%
22 years 20 20%
> 22 years 23 23%
Gender Man 44 44%
Man 56 56%
Faculty Teaching and Education 34 34%
Technique 27 27%
Agriculture 20 20%
Others 19 19%

Based on Table 1, the respondents' characteristics indicate that the majority
were in their early twenties. The 21-year-old age group was the largest, accounting for
31 percent, followed by 20-year-olds at 26 percent and 22-year-olds at 20 percent.
Meanwhile, respondents aged 22 years or older accounted for 23 percent. This age
distribution indicates that the respondents were dominated by students in the active
phase of using digital technology and social media, which is relevant to the study's
focus on digital security behavior among the digital-native generation.

In terms of gender, the composition of respondents was relatively balanced,
with 56 percent female and 44 percent male. This composition shows that female
participation in this study was higher, which may reflect their level of involvement in
academic activities and online surveys.

However, the significant proportion of male respondents still provides
adequate representation to describe the gender perspective in the context of digital
security behavior. Based on faculty distribution, most respondents came from the
Faculty of Teacher Training and Education (34%), followed by the Faculty of
Engineering (27%) and the Faculty of Agriculture (20%).

Meanwhile, respondents from other faculties contributed 19 percent of the total
sample. This distribution shows that respondents came from diverse academic
backgrounds, including education, technology, and applied sciences.

Description of Research Variable Statistics

Table 2 shows the average values and interpretation categories for the five main
variables studied. The results show that the variables Awareness and Action are in the
high category, while Knowledge, Experience, and Compliance remain in the moderate
category.
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Table 2. Average Research Variables

Variable Mean Category
Awareness 418 Height
Knowledge 3.87 Medium
Experience 3.52 Medium
Compliance 3.78 Medium

Digital Actions 4.01 Height

Instrument Validity and Reliability Test

The validity test shows that all questionnaire items have a calculated correlation
coefficient> 0.3, indicating they are valid. Furthermore, the Cronbach's Alpha values
for all constructs were above 0.7 (Awareness = 0.801; Knowledge = 0.812; Experience
= 0.826; Compliance = 0.793; Action = 0.844), indicating excellent reliability for the
instrument.

Classical Assumption Test

The Kolmogorov-Smirnov normality test shows p-values> 0.05 for all variables,
indicating that the data are normally distributed. The multicollinearity test shows that
the VIF values range from 1.132 to 1.365, and the tolerances are> 0.1. Heteroscedasticity
was tested using the Glejser method, and no systematic pattern was found. The
Durbin-Watson statistic of 1.895 is close to 2, indicating no autocorrelation.

Multiple Linear Regression Analysis

Regression analysis shows that all four independent variables simultaneously
have a significant effect on the dependent variable (F-count = 14.203; p = 0.000 < 0.05).
An R? of 0.579 indicates that Awareness, Knowledge, Experience, and Compliance can
explain 57.9% of the variation in Digital Security Actions.

Table 3. Multiple Linear Regression Test Results

Independent Variable t-calculated Sig. (p)
Awareness 2,948 0,004
Knowledge 2,772 0,007
Experience 1,264 0,210
Compliance 3,029 0,003

Based on Table 3, three of the four hypotheses proved to be significant.
Awareness, Knowledge, and Compliance were proven to have a positive influence on
students' Digital Security Actions. Meanwhile, Experience did not show a significant
influence (p > 0.05).

Bar chart showing the average values of the five variables: Awareness,
Knowledge, Experience, Compliance, and Digital Action. Scale 1-5. Awareness and
Action are close to 4.2 and 4.0; Experience is the lowest. Overall, the results of this
study underscore the importance of integrating behavior-based digital literacy, with a
focus on practical education, attitude formation, and internalization of digital security
norms. Higher education institutions can play a central role in providing training and
simulations to improve students' preparedness for cyber threats.
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Discussion

Analysis of the Influence of Awareness on Digital Security Actions

The study's results show that cybersecurity awareness has a positive, significant
influence on students' digital security actions. These findings indicate that when
individuals have an adequate understanding of cyber risks, potential digital threats,
and the consequences of unsafe online behavior, they tend to exhibit more protective
behavior in their digital activities. Awareness in this context not only reflects cognitive
knowledge of cyber threats but also includes an individual's sensitivity to the
importance of maintaining the security of personal data, social media accounts, and
digital footprints in general. Thus, awareness serves as the initial foundation that
shapes students' behavioral orientation in facing a risky digital environment. These
research results reinforce the view that awareness is an important prerequisite for the
formation of consistent digital security behavior. Students with a high level of
awareness tend to be more cautious in sharing personal information, more alert to the
potential for social engineering, and more selective in managing privacy settings on
social media. These findings confirm that awareness is not merely an abstract concept,
but has real practical implications in everyday digital life. Strong awareness enables
individuals to recognize risky situations and make safer decisions before cyber threats
actually occur.

These findings are consistent with the Theory of Reasoned Action, which posits
that attitudes are the primary determinants of individuals' intentions and actions. In
this perspective, awareness of cybersecurity can be understood as an individual
evaluative attitude towards digital security behavior. Students who recognize that
digital security practices provide tangible protection benefits will develop a positive
attitude toward them, which in turn encourages the formation of intentions and the
implementation of security measures. In other words, awareness serves as a
psychological mechanism that bridges risk perception with protective behavior,
thereby reinforcing the Theory of Reasoned Action's relevance in explaining students'
digital security behavior (Ajzen & Fishbein, 1975).

In line with this study's results, several previous studies confirm that
cybersecurity awareness continues to play an important role in encouraging digital
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security actions, even though contextual and individual factors often influence the
relationship. Research by Dawn Branley-Bell et al. (2022) shows that cyber risk
awareness, accompanied by an adequate level of self-efficacy, contributes to more
consistent digital security practices. The study confirms that individuals with high
awareness of digital threats tend to exhibit stronger protective behaviors, such as using
secure passwords and regularly updating systems, especially when they feel capable
of controlling the risks they face. These findings show that awareness is not passive
but can be a driver of action when internalized personally. In addition, a cross-
population study by Li et al. (2019) among business professionals provides evidence
that cybersecurity awareness is positively associated with the implementation of
digital security practices. The study shows that individuals with greater awareness of
the consequences of cyber threats tend to be more compliant with security procedures
and more active in protecting the organization's digital assets.

Knowledge as a Determinant of Cyber Behavior

The study's results indicate that cybersecurity knowledge plays an important
role in shaping students' digital security behaviors. These findings suggest that
individuals' understanding of basic digital security principles, such as account
protection mechanisms, personal information management, and cyber threat
identification, directly contributes to their tendency to act protectively in the digital
environment. Knowledge in this context is not only the accumulation of information
but also a cognitive capacity that enables individuals to assess risky situations and
determine an appropriate response. Thus, knowledge serves as an internal resource
that strengthens students' ability to translate awareness into concrete security actions.
The findings of this study also confirm that applied knowledge plays a stronger role
than purely theoretical knowledge. Students who understand digital security concepts
in practice, such as how to activate additional protection features and manage privacy
settings, tend to be better prepared to address cyber threats. Practical digital security
skills are more effective at shaping protective behavior than delivering general
information. In other words, knowledge that can be directly applied in real situations
is a key factor in encouraging sustainable digital behavior change.

Conceptually, these findings align with the Theory of Reasoned Action, which
posits that individual beliefs and understanding serve as the foundation for shaping
attitudes toward a behavior. From this theoretical perspective, cybersecurity
knowledge shapes fundamental beliefs about the benefits and consequences of safe
behavior, which, in turn, influence individuals' attitudes toward digital security
practices. When students have an adequate understanding of how cyber threats work
and the available protection strategies, they tend to develop positive attitudes toward
implementing security practices. These attitudes then encourage the emergence of
intentions and actual actions to protect themselves in the digital space. Thus,
knowledge acts as a cognitive element that strengthens the path between awareness
and action, while clarifying the relevance of the Theory of Reasoned Action in
explaining students' digital security behavior.

In line with this study's results, previous research has shown that cybersecurity
knowledge positively influences digital security actions, though other supporting
factors often moderate this influence. A study by Li et al. (2019) among business
professionals shows that individuals with greater knowledge of cyber threats and
digital protection mechanisms tend to exhibit more proactive security behavior than
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those with a limited understanding. Although the study also noted that not all
individuals with high knowledge consistently implement all security protocols, the
empirical findings still confirm that knowledge serves as an initial foundation that
distinguishes individuals who are willing to take protective measures from those who
are entirely passive. Thus, knowledge is positioned as an important prerequisite for
the emergence of digital security actions. Furthermore, research by Ashley Cain et al.
(2018), which involved respondents from various age groups, also provides evidence
that the level of understanding of cyber risks and threat mechanisms correlates with
an individual's tendency to implement basic security practices. The study shows that
respondents with better knowledge of digital threats and how to mitigate them are
more likely to take preventive measures, such as password management and vigilance
against suspicious activity.

Compliance with Rules as a Socio-Psychological Factor

The study's results show that compliance with digital security practices
significantly influences students' digital security actions. These findings indicate that
digital security behavior is not solely determined by individual awareness or
knowledge, but also by the extent to which individuals internalize the rules, policies,
and norms that govern the use of digital technology. Compliance in this context
reflects students' readiness to adjust their digital behavior to applicable security
standards, both formal and informal. Thus, compliance serves as a behavioral control
mechanism that encourages individuals to act consistently in protecting their personal
information and digital reputation. The results of this study show that compliance
does not arise solely from administrative obligations or the threat of sanctions. Student
compliance more reflects a normative awareness of the importance of protecting
personal information and managing digital identity responsibly. Social factors and
norms influence behavioral intentions, though their influence is often more implicit
than that of cognitive factors. Compliance based on understanding and internalization
of digital security values tends to be more sustainable than compliance driven solely
by formal rules.

In other words, internalized compliance will be more effective in shaping
consistent digital security behavior. Conceptually, these findings align with the
Theory of Reasoned Action, which posits subjective norms as a key determinant of
behavior. Within this theoretical framework, subjective norms refer to individuals'
perceptions of significant social expectations, including pressure or support from the
social environment towards a behavior.

Compliance with digital security practices can be understood as a
manifestation of internalized subjective norms, where students feel that practicing safe
behavior is expected and valued in their academic and social environments. When
digital security norms are perceived as a collective responsibility, individuals are more
motivated to comply with the rules and translate them into concrete actions.

Thus, the results of this study reinforce the relevance of the Theory of Reasoned
Action in explaining students' digital security behavior, particularly through the
channel of social norms influencing actual actions. In line with this study's results,
several previous studies have shown that compliance with digital security practices
and policies plays a significant role in encouraging digital security actions, especially
when awareness and knowledge alone are not enough to bridge the gap between
understanding and behavior.
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Research by Alraja et al. (2023) confirms that compliance with information
security policies is an important determinant of employees' digital security behavior
in various global organizational contexts. The study shows that individuals comply
with security policies not only because of formal pressure, but also because they view
compliance as a legitimate and relevant protection mechanism. These findings indicate
that compliance serves as a link between risk awareness and concrete actions, thereby
reducing users' tendency to ignore security protocols even though they understand
cyber threats. In addition, research by Vedadi et al. (2024) provides a perspective that
reinforces the role of compliance as a normative and prosocial behavioral factor.
Vedadi views information security compliance as part of organizational citizenship
behavior, which is voluntary behavior that goes beyond formal obligations and is
driven by the internalization of shared values and norms. This study shows that
individuals who perceive compliance as a collective responsibility tend to be more
consistent in implementing digital security practices.

The Minimal Influence of Experience on Actions

The study's results show that cybersecurity experience does not have a
significant effect on students' digital security behaviors. These findings indicate that
experiencing cyber incidents does not automatically lead individuals to adopt better
digital security behaviors. In other words, experiences with cyber risks or incidents do
not necessarily translate into consistent protective actions. This fact shows that
experiences are ambiguous and depend on how they are processed, interpreted, and
integrated into an individual's cognitive framework. Without adequate reflection and
learning, experiences can become events that pass without lasting impact on behavior.

The results of this study seem to contradict the view that direct experience is
the primary driver of changes in cybersecurity behavior. Bada et al. (2021) emphasize
that real experiences with security incidents can increase awareness and encourage
users to be more cautious in their digital activities (Bada et al., 2021). However, this
difference in results does not necessarily indicate an absolute contradiction; rather, it
reflects differences in context and quality of experience. Studies that emphasize the
decisive role of experience generally refer to experiences that are intense, reflective,
and accompanied by explicit learning. In contrast, students' experiences in this study
tended to be passive and were not followed by a structured learning process. Further
explanation can be seen in students' experiences. These experiences are often limited
to mild exposure, such as receiving suspicious messages or knowing about incidents
experienced by others, without active involvement in handling or analyzing the
incident. Such experiences are insufficient to form a deep reflective awareness of cyber
risks and the consequences of digital behavior. Without strong emotional and
cognitive involvement, experiences lose their transformative power and are unable to
drive significant behavioral change.

These findings can be explained by the Theory of Reasoned Action, which
emphasizes that behavior is influenced by subjective attitudes and norms rather than
solely by empirical experiences. From this theoretical perspective, experiences will
only influence actions if they shape evaluative attitudes or change individuals'
perceptions of social expectations. If cyber experiences are not accompanied by
conceptual understanding and internalization of security values, they are not powerful
enough to shape behavioral intentions. Thus, the findings of this study indicate that
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unstructured experiences that are not cognitively reflected upon tend to fail to
determine digital security behavior.

In line with this study's results, previous studies have shown that cybersecurity
experiences do not always have a significant effect on digital security actions,
especially when they are not followed by adequate learning and internalization. A
study by Zwilling et al. (2022) revealed that although internet users have experienced
or are aware of various forms of cyber threats, these experiences do not automatically
prompt the adoption of stronger protective measures. These findings indicate that
experiences are descriptive and passive, and therefore insufficient to trigger
behavioral change unless accompanied by practical guidance and normative
encouragement. Thus, experiences as exposure to risk can be separate from protective
behaviors that are implementative in nature. In addition, research by Kovacevic et al.
(2020) on groups of students and digital natives also shows a similar pattern. The study
found that individuals who are technologically active and have extensive experience
with digital devices still exhibit weak security behaviors. High technology use does
not correlate with the adoption of digital security practices, reinforcing the argument
that experience alone is insufficient to shape security actions. This finding is reinforced
by Barth et al. (2022), who show that even cybersecurity experts can exhibit behavior
similar to that of ordinary users, despite their extensive experience and exposure to
security issues.

Relevance to the Local Context of Papuan Students

This study makes significant contextual contributions by being conducted with
students at the University of Papua, a region that remains relatively unexplored in
academic research on digital security. The geographical context of Papua,
characterized by technological infrastructure challenges, limited internet access in
some areas, and gaps in the availability of digital devices, presents a different dynamic
from the urban context in western Indonesia. Nevertheless, students at the University
of Papua show a relatively high level of digital participation, especially in the use of
social media for communication, information, and social expression. This condition
reflects a paradox between structural limitations and the intensity of digital activities,
which can increase vulnerability to cybersecurity risks if not balanced with adequate
literacy and security practices.

The social and cultural background of Papuan students also shapes distinctive
patterns of digital interaction. The values of collectivity, community closeness, and
strong social relationships among students can influence how they perceive risk and
security in the digital space. In this context, the practice of sharing information,
interpersonal trust, and the tendency to follow group behavior can either strengthen
or weaken digital security measures. Therefore, the approach to cybersecurity literacy
and education in Papua cannot be directly equated with the approach applied in other
regions with different social and technological characteristics.

As a result, strategies to improve digital security among Papuan students need
to be designed with careful consideration of the local context. A culture-based
approach, easy-to-understand language, and visual media and contextual examples
familiar to students are important for increasing the effectiveness of cybersecurity
messages. In addition, campus community approaches, such as group discussions,
student organization-based activities, and direct mentoring, have the potential to be
more effective than conventional online learning methods that depend on stable
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internet access. By adapting educational strategies to the social, geographical, and
cultural realities of Papua, efforts to strengthen students' digital resilience can be
carried out in a more inclusive, relevant, and sustainable manner.

The Urgency of Practice- and Norm-Based Educational Strategies

The urgency of practice- and norm-based educational strategies is becoming
increasingly evident in strengthening students' digital security behavior.
Cybersecurity literature consistently shows that one-way, informative counseling is
not enough to shape sustainable protective behavior. This study confirms that
awareness and knowledge are meaningful only when translated into practical skills
and attitudes internalized in daily digital activities. Thus, an educational approach that
emphasizes direct experience, active learning, and critical reflection is key to bridging
the gap between cognitive understanding and real action. Cyberattack simulations,
such as phishing or social engineering, as well as data security practices, including
password management and encryption, can help students understand the
consequences of risk in concrete, contextual terms.

Furthermore, effective educational strategies should not only focus on
individual aspects but also on fostering collective norms in the academic environment.
Social norms that support digital security practices will strengthen the internalization
of safe behavior, as students will act not only on personal awareness but also in line
with shared expectations and habits. In this context, campuses have a strategic role as
social spaces that can shape students' digital values, attitudes, and habits. Practice-
based training programs conducted in groups, real-case discussions, and student
organization involvement can strengthen the normative dimension of cybersecurity
behavior. In the long term, systematic intervention from higher education institutions
is an inevitable necessity. Integrating digital literacy and security as a compulsory
subject across study programs is a strategic step to ensure that all students acquire the
same foundation, regardless of their academic background. In addition, providing
technology-based training facilities tailored to the local context will increase the
relevance and affordability of learning. By making digital security an integral part of
the curriculum and campus culture, the formation of safe behavior is no longer seen
as the sole responsibility of individuals but as an institutional commitment to
sustainably building the digital resilience of the younger generation.

CONCLUSION

This study conceptually focuses on understanding students' digital security
behavior in social media use through a behavioral approach that emphasizes the roles
of psychological and normative factors. The research aims to explain how awareness,
knowledge, experience, and compliance shape students' digital security actions within
the Theory of Reasoned Action framework. By framing digital security behavior as the
result of cognitive and social processes, this study provides a comprehensive
understanding of the mechanisms underlying the formation of digital security actions
in higher education environments, particularly at the University of Papua, which has
distinctive social, geographical, and technological characteristics.

Theoretically, this research contributes to the development of behavior-based
cybersecurity studies by extending the Theory of Reasoned Action to the context of
students in a region that has been relatively underexplored in the literature. The
uniqueness of this research lies in integrating the dimensions of attitude, norms, and
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local context to explain digital security actions, thereby enriching perspectives that
have tended to focus solely on technical aspects. From a practical and managerial
perspective, this research provides a basis for higher education institutions to design
more comprehensive digital literacy policies and strategies, emphasizing the
formation of attitudes and norms of compliance through curriculum, practice-based
training, and strengthening the culture of digital security on campus as part of
academic governance and student character development.

However, this study has limitations that need to be considered. The use of a
cross-sectional design limits the study's ability to capture the dynamics of changes in
digital security behavior over time. The study's limited scope, confined to one
university, also limits the generalizability of its findings to broader contexts. In
addition, reliance on perception-based data can lead to self-reporting bias. Therefore,
future research is recommended to adopt a longitudinal approach to observe
continuous behavioral changes, expand the participant pool to include students from
various educational institutions in Indonesia, and combine quantitative and
qualitative methods to explore the deeper psychological, social, and cultural dynamics
that shape students' digital security behavior.
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